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npm create vite@latest
(with react and TypeScript)

=> “added 235 packages”, 92MB
   196 package.json files
 1x postinstall script ran: esbuild@0.25.10
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“The largest supply 
chain attack in 

history”









https://www.aikido.dev/blog/npm-debug-and-chalk-packages-compromised





•Browser-based crypto wallet 
drainer
•Hijacks JS calls to fetch, 
XMLHttpRequest
•Exfiltrates secrets



•Hijacks Ethereum and Solana 
transactions before they get 
signed
•Targeted users with crypto 
visiting infected sites



•Not just Josh
•>25 packages compromised 
including duckdb



•Wiz: 99% orgs use these libs
•~2 billion weekly downloads
•~600k packages depend on 
these libraries



“The largest supply 
chain attack in 

history”











https://socket.dev/blog/tinycolor-supply-chain-attack-affects-
40-packages – Socket found bundle.js  
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• Post-install hooks 🪝

• Downloading of 2nd stages and more!

• Reverse shells 

• Exfiltration of secrets 

• Crypto theft 

• And much more.. 

• Other execution vectors

• Less popular mind

• See above



幸せになりましょう



Don’t use 

npm



Use npm with

Or this in 

every repo



Try pnpm  instead

..with minimumReleaseAge:2880



Use a VM or 

Docker etc



Manual code 
review:

hooks & exec calls



//Enterprise 
solutions//



<K tnx
byee />
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